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ABSTRACT: A new cryptography learning module, NgeXTEA, has been developed and applied to enhance teaching on
the Information Security course. The module, NgeXTEA, is intended to deal with the lack of easy-to-understand
teaching aids particularly for symmetric cryptography, which requires students to have extensive mathematical skills.
The module was assessed by experts in terms of the validity of the learning module and the validity of the associated
manual. In addition, the module was also measured in terms of ease of use from the student perspective. Overall, both
evaluations show that NgeXTEA meets standard requirements as an appropriate learning module and it is found useful
in enhancing students’ understanding of symmetric cryptography.
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INTRODUCTION

The Information Security course is offered in the sixth semester to students majoring in Computer and Network
Engineering in the School of Electrical Engineering at the State Polytechnic of Ujung Pandang, Indonesia. One of the
topics in the course is symmetric cryptography, where a lecturer introduces several cryptography algorithms that use the
same key for both encryption and decryption.

There are several issues faced by the lecturer in teaching cryptography, such as the unavailability of appropriate tools to
visualise how the algorithm works; in addition, there is the lack of mathematical ability of the students. This is in line
with previous studies that highlighted three main problems in teaching cryptography at a higher educational institution,
viz. limited class hours, low mathematical ability of the students and the lack of tools to help students obtain hands-on
practice in cryptography [1][2].

To tackle this issue, a new learning module to assist in learning symmetric cryptography, called NgeXTEA, has been
developed and used by students majoring in Computer and Network Engineering at the State Polytechnic of Ujung
Pandang. NgeXTEA, which stands for Ngerti XTEA, is a learning module to enable the understanding of how
an extended tiny encryption algorithm (XTEA) works. It also simulates the encryption and decryption processes based
on XTEA in different modes. The development of NgeXTEA as a learning module is intended to address the complexity
of teaching cryptography algorithms from the lecturer’s perspective, as well as to help reduce the mathematical barriers
to learning from the student’s perspective [3]. It comes with an adequate graphical user interface (GUI) equipped with
well-documented practical guidance, which makes it a self-explanatory learning guide for students.

NgeXTEA simulates XTEA, a relatively simple algorithm compared to other symmetric cryptography algorithms,
such as the data encryption standard (DES) and the advanced encryption standard (AES). The XTEA algorithm [4] is
derived from the tiny encryption algorithm (TEA) introduced by Wheeler and Needham [5]. The strength of XTEA lies
in its lightweight size with few lines of code that makes it fast in operation [4]. It has a stronger encryption mechanism
than other symmetric cryptography algorithms, as argued in several reviews [6][7].

Several approaches are seen in the literature regarding a pedagogic tool for symmetric cryptography. Chok, and Herath
used a spreadsheet to explain a simple DES algorithm, with examples [8]. Another approach is where a computer

196



program is applied to calculate the result of the AES algorithm [9]. In other studies Java programming is applied to
provide DES and AES algorithms, with several short examples [10]. However, such programming approaches are
considered too complicated and difficult for students who require learning that is easy to follow and presented in
an attractive way. To the best of the author’s knowledge, NgeXTEA is the first learning module to support students with
hands-on practice of symmetric cryptography using XTEA.

Reported in this article is the evaluation of NgeXTEA from the viewpoint of educational experts and students. While the
experts assess NgeXTEA in terms of its validity for the learning module, the students evaluate the impact on their course
of using NgeXTEA.

METHOD

The development of NgeXTEA followed the analysis, design, development, implementation, evaluation (ADDIE)
model [11]. The five stage model of ADDIE offers a dynamic and flexible guideline by which to realise an effective
development [12].

In the first stage, the developer conducted a requirements analysis provided by the lecturer and students. In this stage,
a manual XTEA procedure was used, and linked with perceptions from both students and lecturer. This was followed by
the design stage informed by the findings derived from the first stage. The development of the module was through PHP
and JavaScript (see Figure 1). The implementation stage was conducted in class by the lecturer with the students.
The last stage, evaluation, is the core of this study.

Beranda  Samulasi XTEA  Tabel Hasil  Bantuan  Kontak

Ngerti XTEA

Madul ini berisi bahan ajar mandiri dengan topik \ NIM
Extended Tiny Encryption Algorithm (XTEA). s

Figure 1: NgeXTEA learning module.

NgeXTEA resembles the manual process that was previously undertaken by students in class. The module is supported
by practical guidelines within NgeXTEA. Both the learning module and guidelines for the use of NgeXTEA require
comprehensive evaluation in order to ensure that NgeXTEA, as a new learning module, will enhance students’
understanding of the topic.

The evaluation involved two types of user, viz. experts in higher education and students. The experts evaluated the
validity of the learning module and the validity of the module guidelines [13]. Students were asked to evaluate the ease
of use of the learning module [14].

RESULTS AND DISCUSSION

The first evaluation was to measure how valid NgeXTEA was as a learning module in terms of five validity criteria [13].
First, is the connection of the learning to the course topic, in this case, symmetric cryptography. Second, is the learning
module educationally appropriate. Third, tool usability in terms of user interface design and interactivity.
Fourth, practicability of the module. Finally, the learning module as a whole was evaluated.

Three experts were involved using values from 1 (represents worst) to 5 (represents best). The results of the validity
survey are presented in Table 1 (see Figure 2).

Once the results from all experts were obtained for each validity criterion, the mean score of each criterion was

calculated. The mean scores for the five criteria were 4.13, 4.43, 3.8, 4.27 and 3.7, respectively. These yield the validity
score of 4.06 for the learning module.
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Table 1: Validity of the NgeXTEA learning module.

No. Validity criteria El E2 E3 M
1 | Connection with the topic 4.3 39 |44 4.13
2 | Educational aspects 4.5 45 |45 4.43
3 | Tool usability 3.6 3.8 |4.0 3.8
4 | Practicality of the module 4.0 42 | 4.6 4.27
5 | Learning module value 3.4 3.8 |39 3.7

Validity score (VS) 4.06

Note: E - expert, M - mean score, VS - validity score (XM/n - VS)

Connection with the
topics

413

4.43

Learning module
developmentvalue |

Practicality of module'

development 427 Tool usability

Figure 2: Validity of the NgeXTEA learning module.

The second evaluation was to measure how valid were the practical guidelines included within NgeXTEA. The same
three experts determined four aspects of validity; namely, the content, language, layout and learning. Values from 1
(represents worst) to 5 (represents best) were chosen by the experts to represent their opinions on each aspect of validity.

Table 2 shows the validity results for the NgeXTEA guidelines (please see Figure 3).

Table 2: Validity of the NgeXTEA guidelines.

Educational aspects

No. Aspects El E2 E3 M

1 Content 4.2 4.1 4.4 4.233333

2 Language 4.2 4.2 4.1 4.166667

3 Layout 3.8 3.7 3.8 3.766667

4 Learning 4 4.5 4.3 4.266667
Validity score (VS) 411

Note: E - expert, M - mean score, VS - validity score (XM/n - VS)

The mean scores from the four criteria were 4.23, 4.16, 3.76 and 4.26, respectively. These yielded the validity score of

4.11 for the guidelines.

Content
4.23
Learning Language
496 4.16
3.76
Layout

Figure 3: Validity of the NgeXTEA guidelines.
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Results from the Experts’ Assessments

Based on the experts’ assessments through the first and second evaluations, several interesting findings emerged.
Having a validity score of 4.06 for the NgeXTEA learning module indicates that the experts agree that it is
an appropriate learning module to be used in supporting teaching.

In the second evaluation of the NgeXTEA guidelines, the experts also gave a positive result of 4.11 for validity.
This means they agreed that the guidelines are clear and easy to understand. This is particularly true for the three criteria
of content, language and learning aspects, with mean scores of more than 4.0, and layout a little lower at 3.76.

Overall, the experts agreed that NgeXTEA, as a new learning module, is valid to be applied to enhance the teaching of
symmetric cryptography in the Information Security course.

Results from the Students” Assessments
The last evaluation was carried out to measure the student perceptions of using NgeXTEA. The survey consisted of
five questions using a 1 to 5 Likert scale, viz. strongly disagree (SD), disagree (D), neutral (N), agree (A) and strongly

agree (SA). The results of the student survey are presented in Table 3.

Table 3: Student survey of NgeXTEA.

No. Survey question SD D N A SA

1 | NgeXTEA clearly explains how 0 0 0 16 29
symmetric cryptography works

2 | NgeXTEA shows encryption 0 0 1 12 32

visualisation in stages and is easy
to understand

3 | Practical guidelines for NgeXTEA 0 0 0 22 23
are similar to the manual book

4 | NgeXTEA facilitates the laboratory 0 0 2 10 33
practical process

5 | NgeXTEA saves time in learning 0 1 4 10 30

The results show that most of the students gave a positive response to the NgeXTEA learning module. In detail,
the results are, 100% of respondents stated agree (A) and strongly agree (SA) on the first and the third questions,
while 97% of respondents stated A and SA on the second question. Approximately 95% of the respondents stated A and
SA in the fourth question, and finally 88% of the respondents stated A and SA on the last question.
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Figure 4: Student survey results.

Overall, it is clearly shown that most of the students felt significant benefits were obtained in their learning through
the use of NgeXTEA. This is illustrated in Figure 4.

CONCLUSIONS
A new learning module, called NgeXTEA, has been developed and introduced to help students understand symmetric

cryptography within the Information Security course. The study carried out is a description of the evaluation of
the learning module from experts’ and students’ perspectives.
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Two evaluations were made by the experts, i.e. the validity of the learning module and the validity of the guidelines.
The validity of learning module was rated 4.06, and the validity of learning module guidelines was 4.11, both indicating
high validity.

The final evaluation was made by the students in the form of a survey, which consisted of five questions. This indicated
that the NgeXTEA learning module was useful in enhancing student knowledge in symmetric cryptography.
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